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Abstract- The Worldwide Interoperability for Microwave Access (WiMAX) is a new technology which is 

presently being rolled out. WiMAX defines Privacy Key Management (PKM) protocol in the security sub-layer, 

which assures the security of connections access in WiMAX channel. PKM protocol has two goals, one is to 

provide the authorization process and the other is to secure distribution of keying data from the Base Station 

(BS) to Mobile Station (MS). PKM versions have a security loophole that endangers the network. The network 

management information is passed in a non-secure environment.  

The Man-In- The-Middle (MITM) attack exploits this weakness in the network by eavesdropping, interception 

and fabrication of the management messages, resulting in a breach in the reliability of the entire network. In 

this paper, a modification of the Diffie-Hellman (DH) key exchange protocol is proposed to mitigate the man-in-

the middle attack in WiMAX by modeling the protocol in Network. The DH protocol uses a unique algorithm 

whose solution must be obtained by both the SS and the BS for communication to be allowed. DH provides an 

opportunity for a secure environment to be created before any communication is done. Exchange of network 

messages can then be allowed after mutual authentication. This paper will seek to highlight how DH can be 

implemented in the WiMAX network and consequently guarantee security in communication. 
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I. Introduction 
WiMAX-802.16 is an emerging standard that offers broadband wireless access with high bandwidths 

and transmission rates [1]. However, like all other wireless networks, WiMAX is vulnerable to network attacks 

that compromise the radio links between the communicating Subscriber Station (SS) and the serving Base 

Station (BS) [2] [3]. With the integration of mobility in the 802.16e-2005 Mobile WiMAX standard [4], 

complexities in ensuring secure access to this network are introduced. Mobile WiMAX employs the Privacy and 

Key Management protocol version 2 (PKMv2) that supports robust mutual authentication mechanisms, the 

Advanced Encryption Standard (AES) [5] [6] and message confidentiality by of use Hashbased Message 

Authentication Code (HMAC) or Cipherbased MAC (CMAC). 

DH protocol algorithm is a tool that ensures that mutual authentication takes place before the exchange 

of network management information [3]. When implemented in a WiMAX network, DH helps to save SS from a 

rogue BS.  

 

II. PKM Versions  
In PKMv1, SS uses the Authentication Information Message, to push its X.509 certificate which 

identifies its manufacturer to BS [1], [2]. BS uses this certificate to decide whether SS is a trusted device. BS 

may use this message in order to allow access only to devices from recognized manufacturers, according to its 

security policy [7].  

PKMv1 does not have a capacity for mutual authentication. IEEE 802.16e-2005 includes a new version 

(PKMv2) of the protocol that caters for this shortcoming of the first version. PKMv2 supports two different 

mechanisms for authentication: the SS and the BS may use RSA-based authentication or Extensible 

Authentication Protocol (EAP) -based authentication [2]. This is because the RSA based authentication applies 

X.509 digital certificates together with RSA encryption. Authentication is therefore made more secure. The flow 
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of messages exchange in RSA-based authentication is shown as follows (figure1) [3]: The SS initiates the RSA-

based mutual authentication process by sending two messages. 

 

 
Figure 1: PKMv2 diagram [7] 

 

Key for figure 1 

MCerss  Manufacturer’s certificate of SS 

Noncess A number chosen by SS for identification purposes 

NonceBS  A number chosen by BS for identification purposes 

Cerss Certificate belonging to SS 

CerBS  Certificate belonging to BS 

Capb     Security capabilities of SS  

BC-Identity   Security capabilities of SS 

Epu(ss)(Au-K)  Authentication key features 

Seq-NO  Sequence number 

Lifetime lifetime of the AK 

SAID  Security Association Identity 

MAC (ss) MAC address of SS 

 

III. DIFFIE-HELLMAN 
PKMv1 AND PKMv2 have security flaw. Mutual authentication takes place in PKMv2 only after the 

transfer of management information. This is where DH algorithm comes in handy. DH carries out authentication 

first before the exchange of management information gets transferred. Diffie-Hellman key exchange (DH) is a 

cryptographic protocol that allows two parties that have no prior knowledge of each other to establish together a 

shared secret key over an insecure communications channel [1], [3]. Then they use this key to encrypt 

subsequent communications using a symmetric-key cipher. The scheme was first published publicly by 

Whitfield Diffie and Martin [4]. 

A method to mutually authenticate the communicating parties to each other is generally needed to 

prevent this type of attack [8]. As shown in Figure 1, SS sends a request message to the BS that includes the 

certificate [6]. BS then responds to the challenge. Communication is only allowed when a common answer is 

obtained between the SS and BS. A nonce is a cryptographic number that is used only once for the purposes of 

authentication. Being a RSA encryption, P can encrypt nonce and User A can decrypt to receive nonce.  

The Diffie-Hellman key exchange protocol [4] originally supports unauthenticated key agreements 

between stations wishing to communicate. The stations need not know each other’s identities to establish a 

shared secret key through exchanging their public key messages in an open channel. This poses a threat since a 

malicious station can exchange its own public key with a legitimate base station (BS) or can exchange it with a 

legitimate mobile station (MS) so as to generate the shared key used for encryption purposes. This compromises 

the security of the entire WiMAX network and thus entity authentication before implementation of the Diffie-

Hellman key exchange protocol is vital as proposed by the authors of [3].  
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IV. Equations  
The basic version of the Diffie-Hellman protocol is implemented as described below:  

Let  

 

   1 

   2 

Where: 

 PkMS is the mobile Station’s public key 

 PkBS is the base Station’s public key 

 G and P are global variables called primes numbers 

 G is a primitive root of P. 

 ‘Na’ and ‘Nb’ are the private keys of the MS and the BS respectively. 

 In the basic version of DH, after the respective exchange of the public keys, the MS and the BS 

calculate the shared encryption key as shown in the equations 1 and 2. In order to implement mutual 

authentication, AS sends Na to BS, BS calculates AKB [1], [7]. BS then sends another unique number Nb to SS. 

Similarly, SS calculates AKS. If AKS is equal to AKB, AS believes this message sent by BS [7]. The AK in 

both SS and BS is calculated as follows: 

 

 3 

 

The equation 3 illustrates the implementation of DH protocol. 

 

V. Application of the DH 
The first phase of the implementation of the modified Diffie-Hellman protocol towards curbing the 

MITM attack involves entity authentication of the principals wishing to communicate over the WiMAX network 

[6]. A mobile station (MS) claiming to be legitimate receives a challenge (Nb) from the serving base station 

(BS). It calculates the solution to the challenge using its cryptographic function and then sends the result and its 

identity to the BS [6]. The BS confirms the MS’s solution and sends an acceptance token as proof of 

authentication. Upon receipt, the MS sends a challenge (Na) to the BS which calculates the corresponding 

solution based on the MS’s cryptographic function and sends it to the MS [8]. 

The MS in turn verifies the solution and sends back an acceptance token to the BS as proof of 

successful authentication. Finally, successful mutual entity authentication is achieved. In this model, it is 

assumed that it is only the legitimate BS and the legitimate MS that have knowledge of the cryptographic 

function used to calculate the challenge sent in the protocol run [5]. Therefore, a perpetrator in the network is 

not able to bring forth the correct value to the given challenge and is thus isolated as an intruder to the network. 

Figure 2 below illustrates the implementation procedure of the proposed protocol. The SS sends a 

number Na to the BS. The BS then sends another unique number Nb to SS. BS calculates a unique 

authentication key using the number received from the SS. The SS also calculates a unique authentication key 

using the number received from the BS. The two results obtained from the calculations must be the same for 

authentication is to succeed. Communication is only allowed if the authentication keys are the same. Otherwise, 

communication will be terminated if AKS and AKB are not the same.  

 

VI. Conclusion 
With the deployment of wireless communication in recent years, security issues in wireless networks 

also become a growing concern. Diffie Hellmann protocol algorithm introduces mutual authentication between 

the BS and SS prior to the exchange of any management information. WiMAX is selected for this research 

because it is a recent technology and is presently being rolled out in many parts of the world because of its 

broadband capacities. This technology provides an environment for many gadgets to communicate. 
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Figure 2: Implementation procedure for DH 

 

Key 

Na- Unique number from SS 

Nb- Unique number from BS 

AKB- BS authentication key 

A rogue BS can pose as a genuine BS to fool the SS equipments. DH protocol is consequently relevant 

in WiMAX since it allows for mutual authentication prior to the exchange of sensitive network information. 

Disruption of communication by an attacker often results into great loses in businesses. Network security is 

therefore very important. 
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